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Public Reporting of Application Failure for the Web Applications' Verify Tool.

This issue affected all Relying Parties that used DigiStamp Web Based timestamp verify

tool (verify.jsp) between
August 24, 2012 and October 23, 2012.

The DigiStamp Verify Tool was incorrectly validating files against the hashes protected by
corresponding e-TimeStamps. The application's conclusions about protected file validity during
this period are untrustworthy and can not be considered accurate.

The authenticity of the timestamp certificates themselves was not impacted by this problem.
The other DigiStamp tools were not impacted by this error and would have reported the
verification process accurately. There were no problems with the web based function to Create
timestamps (create.jsp), e-TimeStamps created with the Web Applications are valid and can be
proven as authentic, as normal.

DigiStamp has fixed the Verify Tool and the new version succeeds in all test cases. Users who
used the Verify Tool between August 24, 2012 and October 23, 2012 need to use the new tool
to confirm that their protected files still validate against their e-TimeStamps.

DigiStamp welcomes any feedback or additional thoughts on this subject. As always, DigiStamp
endeavors to address and mitigate all data authentication risks for our customers. We apologize
for the inconvenience.

Questions and concerns should be addressed to support@digistamp.com

The Board of Directors
DigiStamp, Inc.

October 29, 2012
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